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[bookmark: _Toc526935000][bookmark: _Toc527035195][bookmark: _Toc528743608]Introduction
[bookmark: _Toc526935001][bookmark: _Toc527035196][bookmark: _Toc528743609]Purpose 
This safety plan defines the life-cycle activities for Personnel Safety Systems 0 (PSS0), establishes how the steps in the life-cycle are accomplished and ensures that the required activities during each life-cycle phase are adequately planned. These activities include ensuring that safety requirements are achieved, ensuring proper installation and commissioning, ensuring safety integrity of the PSS0 after installation, and maintaining this integrity during operation. It also defines the roles and responsibilities related to the life-cycle activities. 
It shall be updated as necessary throughout the entire life-cycle of the PSS0. 
[bookmark: _Toc526935002][bookmark: _Toc527035197][bookmark: _Toc528743610]Scope
This safety plan applies to the PSS0 developed by Personnel Safety Systems (PSS) within the ESS facility. 


[bookmark: _Toc526935003][bookmark: _Toc527035198][bookmark: _Toc528743611]PSS Safety Life-cycle 
PSS0 development follows IEC 61511 [1], which is an international standard for functional safety. It concerns safety instrumented systems, primarily implemented using electrical/ electronic/ programmable electronic technologies. The standard is focused on systems implemented with commercially available components certified to functional safety standards, and addresses the application of safety instrumented systems. 
The IEC 61511 [1] safety life-cycle followed for PSS0 development is given in Figure 1. The yellow boxes depict life-cycle phases, where the corresponding activities are performed and documented by the PSS team (see section 3.3). The green and blue boxes depict the life-cycle phases to be performed and documented by other parties and stakeholders in collaboration with the PSS team.  This life-cycle is followed by ESS for the development of Personnel Safety Systems. 
[image: ]
[bookmark: _Ref525738345][bookmark: _Toc526933916][bookmark: _Toc528572341]Figure 1: safety life-cycle phases for PSS development [1]
[bookmark: _Toc526935004][bookmark: _Toc527035199][bookmark: _Toc528743612]Life-cycle phases
This section describes the IEC 61511 [1] safety life-cycle shown in Figure 1, and gives the objective, inputs and outputs of each lifecycle phase. Furthermore, the activities and tools required for each of the safety life-cycle phases are described, and the resources necessary for these activities. Documentation required for each life-cycle phase is covered in section 3.1.
The safety planning and verification and validation planning activities are carried out over the whole life-cycle of the safety instrumented systems. The verification and validation plan for PSS0 is defined in [2].
[bookmark: _Ref526415279][bookmark: _Toc526935005][bookmark: _Toc527035200][bookmark: _Toc528743613]Phase 1: Hazard and Risk Analysis
[bookmark: _Toc526935006][bookmark: _Toc527035201][bookmark: _Toc528743614]Objective
The hazards and risks of the Equipment Under Control (EUC)[footnoteRef:1], as well as hazardous events, are determined by a Hazard and Risk Analysis. This phase analyses the hazards and hazardous events of the EUC, identifies initiating events and event sequences, determines the risks associated with the hazardous events, requirements for risk reduction, and identifies overall safety requirements to mitigate the hazards and hazardous events.  [1:  Equipment Under Control (EUC) is a concept from IEC 61508 [11], and the equivalent concept in IEC 61511 [1] is a process. In this document and all related PSS0 documentation we will use the term EUC to denote a process. ] 

[bookmark: _Toc526935007][bookmark: _Toc527035202][bookmark: _Toc528743615]Inputs
The inputs to this phase are EUC design, layout, manning arrangements and safety targets, as well as the concept of operations for the EUC. 
[bookmark: _Toc526935008][bookmark: _Toc527035203][bookmark: _Toc528743616]Outputs 
The output of this phase are descriptions of the hazards and hazardous events, of the initiating events, of the overall safety requirements and of the associated risk reduction requirements. 
[bookmark: _Toc526935009][bookmark: _Toc527035204][bookmark: _Toc528743617]Tools and methods
The hazards are identified using the HAZID identification method or similar. At first, a risk assessment is done to identify hazards of the EUC, where for a subset of these hazards the development of a PSS is assigned to the PSS team. The overall safety requirements then give general requirements on the PSS to be developed. For the hazards to be mitigated by the PSS to be developed, initiating events are identified. From this an initial design concept for the PSS is developed. The information gathered during this phase and more details on the relevant hazards, initiating events and possible safety functions are summarized in a hazard register. For details on the hazard register, see Appendix A (Section 6) 
Electrical hazards are identified in accordance with standard Swedish authority’s voltage hazard categories (see Appendix C, section 8).  Table 7 in section 8 lists the three main voltage categories described in the Swedish standards and regulations.

[bookmark: _Toc526935010][bookmark: _Toc527035205][bookmark: _Toc528743618]Resources
The initial risk assessment of the EUC shall be carried out by the owner of the EUC and ES&H, in collaboration with the PSS team. The overall safety requirements are derived from this by the PSS team. The initiating events identification, the initial design concept and the hazard register are also delivered by the PSS team
[bookmark: _Ref526415338][bookmark: _Toc526935011][bookmark: _Toc527035206][bookmark: _Toc528743619][bookmark: _Hlk527012163]Phase 2: Allocation of overall safety requirements to protection layers
[bookmark: _Toc526935012][bookmark: _Toc527035207][bookmark: _Toc528743620]Objective
The Safety Instrumented Functions (SIFs) required to achieve necessary risk reduction are determined. Furthermore, the required Safety Integrity Levels (SIL) for each SIF are derived. This phase determines and verifies the SILs for each SIF to be implemented by the PSS0 system.
[bookmark: _Toc526935013][bookmark: _Toc527035208][bookmark: _Toc528743621]Inputs 
The inputs to this phase are the results of the H&RA from phase 1, including risk reduction requirements, and the overall safety requirements.
[bookmark: _Toc526935014][bookmark: _Toc527035209][bookmark: _Toc528743622]Outputs
The outputs of this phase are a list of protection layers, SIFs and the SIL for each of the SIFs. These outcomes shall be documented. 
[bookmark: _Toc526935015][bookmark: _Toc527035210][bookmark: _Toc528743623]Tools and methods
To determine the SILs for each SIF, the Layer of Protection Analysis (LOPA) shall be used, and all related calculations and results shall be documented. The SIL levels are then verified using the FTA/ETA analysis. Details about the methods used for SIL determination and verification, and assumptions made for this, are given in in Appendix B (Section 7).
[bookmark: _Toc526935016][bookmark: _Toc527035211][bookmark: _Toc528743624]Resources 
The SIL determination and verification is carried out by the PSS team (see section 3.3). 
[bookmark: _Ref526933918][bookmark: _Toc526935017][bookmark: _Toc527035212][bookmark: _Toc528743625]Phase 3: Safety requirements specifications for the safety instrumented systems
[bookmark: _Toc526935018][bookmark: _Toc527035213][bookmark: _Toc528743626]Objective
The objective of this phase is to specify the requirements for each SIF of the safety instrumented system. The requirements shall be stated in terms of the required SIF, and the safety integrity level needed to reach the required functional safety for each of the SIF. 
[bookmark: _Toc526935019][bookmark: _Toc527035214][bookmark: _Toc528743627]Inputs
The inputs to this phase are a description of the SIFs and protection layers, and the SIL for each SIF determined in the previous phase. 
[bookmark: _Toc526935020][bookmark: _Toc527035215][bookmark: _Toc528743628]Outputs
The outputs of this phase are safety requirement specifications and application program safety requirement specifications. 
[bookmark: _Toc526935021][bookmark: _Toc527035216][bookmark: _Toc528743629]Tools and methods
The safety requirements specification (SRS) defines requirements on the safety instrumented system to be developed, and the software SRS defines requirements on the application program of the safety instrumented systems based on the SRS. These include general requirements as well as specific requirements for each SIF.
The SRS serves as a reference for design and engineering of the safety instrumented systems, as well as for the validation and verification activities. 
[bookmark: _Toc526935022][bookmark: _Toc527035217][bookmark: _Toc528743630]Resources
The safety requirements for the safety instrumented systems and each SIF (including application program SRS) are specified by the PSS team (see section 3.3).
[bookmark: _Toc526935023][bookmark: _Toc527035218][bookmark: _Toc528743631]Phase 4: Design and engineering of safety instrumented functions
[bookmark: _Toc526935024][bookmark: _Toc527035219][bookmark: _Toc528743632]Objectives
The objective of this phase is to design the safety instrumented systems (including hardware and application program) to implement the SIFs and fulfil the safety requirements for the SIF and the associated safety integrity in terms of required SIL.
[bookmark: _Toc526935025][bookmark: _Toc527035220][bookmark: _Toc528743633]Inputs
The inputs to this phase are the safety requirement specifications and application program safety requirement specifications. 
[bookmark: _Toc526935026][bookmark: _Toc527035221][bookmark: _Toc528743634]Outputs
The outputs of this phase are the design of the hardware and application program of the safety instrumented systems in conformance with the SRS and application program SRS, and a plan for integration testing.
[bookmark: _Toc526935027][bookmark: _Toc527035222][bookmark: _Toc528743635]Tools and methods
During design, the tools listed in Table 1 are used. All documentation and related information shall be uploaded to CHESS. 
[bookmark: _GoBack]
[bookmark: _Ref526864088][bookmark: _Toc526933909][bookmark: _Toc528572334]Table 1: Tools used in design and engineering of safety instrumented functions
	Tool 
	Use 

	ePLAN
	Design tool, used for preparation of circuit diagrams and drawings for electrical systems, subsystems and components.

	CATIA
	Design tool, used for 3D mechanical design of components, pipe routing and cable raceways space allocation

	AVEVA E3D
	Cable management system detailed design

	Siemens TIA portal
	An integrated programming and commissioning environment for Siemens Automation equipment.



[bookmark: _Toc526935028][bookmark: _Toc527035223][bookmark: _Toc528743636]Resources
The design and engineering are carried out by the PSS team (see section 3.3).
[bookmark: _Toc526935029][bookmark: _Toc527035224][bookmark: _Toc528743637]Phase 5: Installation, commissioning and validation
[bookmark: _Toc526935030][bookmark: _Toc527035225][bookmark: _Toc528743638]Objectives
The objective of this phase is to install and integrate the software and hardware and to test the safety instrumented systems. Furthermore, the objective is to validate that the safety instrumented system meets the safety requirements in terms of the required SIF and their SIL in every respect. 
[bookmark: _Toc526935031][bookmark: _Toc527035226][bookmark: _Toc528743639]Inputs
The inputs to this phase are the design of the safety instrumented systems, the verification test plans for installation, integration and commissioning tests, the safety requirement specifications, and the verification and validation plan. 
[bookmark: _Toc526935032][bookmark: _Toc527035227][bookmark: _Toc528743640]Outputs
The outputs of this phase are a fully functional safety instrumented system conforming with the safety requirements, and approved reports of verification activities for installation, integration and commissioning tests.
[bookmark: _Toc526935033][bookmark: _Toc527035228][bookmark: _Toc528743641]Tools and methods
The installation is done according to the design drawings and specifications. All measuring tools and meters shall be calibrated before use.
Upon successful verification of hardware installation, the application program is downloaded to the PSS0 PLC. This is followed by integration tests for PSS0.
After commissioning, the safety instrumented system is ready for final validation. Validation ensures that the requirements defined in phase 3 (see section 2.1.3) are met, and that the installed and commissioned safety instrumented systems and the corresponding SIFs achieve these requirements.
After commissioning and validation, the PSS0 system is signed by stakeholders and ES&H and handed over to stakeholders for operation.
[bookmark: _Toc526935034][bookmark: _Toc527035229][bookmark: _Toc528743642]Resources
The design and engineering are carried out by the PSS team (see section 3.3). 
[bookmark: _Toc526935035][bookmark: _Toc527035230][bookmark: _Toc528743643]Phase 6: Operation and maintenance 
[bookmark: _Toc526935036][bookmark: _Toc527035231][bookmark: _Toc528743644]Objectives
The objective of this phase is to ensure that the functional safety of the SIS is maintained during operation and maintenance.
[bookmark: _Toc526935037][bookmark: _Toc527035232][bookmark: _Toc528743645]Inputs
The inputs to this phase are the safety requirements specifications, the design for the safety instrumented systems and the plan for operation and maintenance.
[bookmark: _Toc526935038][bookmark: _Toc527035233][bookmark: _Toc528743646]Outputs
The outputs of this phase are the results of the operation and maintenance activities-
[bookmark: _Toc526935039][bookmark: _Toc527035234][bookmark: _Toc528743647]Tools and methods
At pre-determined intervals, the PSS team carries out planned maintenance. If during operation planned or unplanned maintenance is required, the PSS0 system shall be handed back to the PSS team, which carries out the maintenance. 
All measuring tools and meters shall be calibrated before use. All the maintenance activities shall be documented.
[bookmark: _Toc526935040][bookmark: _Toc527035235][bookmark: _Toc528743648]Resources
Operation of the PSS0 is carried out by the operations team. However, planned and unplanned maintenance is done by the PSS team (see section 3.3). 
[bookmark: _Toc526935041][bookmark: _Toc527035236][bookmark: _Toc528743649]Phase 7: Modification
[bookmark: _Toc526935042][bookmark: _Toc527035237][bookmark: _Toc528743650]Objectives
The objective of this phase is to make corrections, enhancements or adaptations to the safety instrumented system, and to ensure that the required SIL is achieved and maintained for each of the SIFs. Controlling changes and modifications to the systems ensures the required safety integrity despite of any changes made.
[bookmark: _Toc526935043][bookmark: _Toc527035238][bookmark: _Toc528743651]Inputs
The inputs to this phase are the revised safety requirements specifications.
[bookmark: _Toc526935044][bookmark: _Toc527035239][bookmark: _Toc528743652]Outputs
The outputs for this phase are the results of the modification. 
[bookmark: _Toc526935045][bookmark: _Toc527035240][bookmark: _Toc528743653]Tools and methods
In case modifications are required during operation of the safety instrumented system, change management process and impact assessment of the changes shall be performed using configuration management as detailed in [4] to ensure continued safety integrity. 
[bookmark: _Toc526935046][bookmark: _Toc527035241][bookmark: _Toc528743654]Resources
Modifications are carried out by the PSS team (see section 3.3). If modifications are necessary during operation, the safety instrumented system requiring modification shall be handed back to the PSS team. 
[bookmark: _Toc526935047][bookmark: _Toc527035242][bookmark: _Toc528743655]Phase 8: Decommissioning 
[bookmark: _Toc526935048][bookmark: _Toc527035243][bookmark: _Toc528743656]Objectives
The objective of this phase is to ensure a proper review, proper sector organisation, and to ensure that the SIF remain appropriate. The required SIFs shall remain operational, in order to ensure safety integrity even during the last phase of the safety life-cycle. 
[bookmark: _Toc526935049][bookmark: _Toc527035244][bookmark: _Toc528743657]Inputs
The inputs to this phase are the as built safety requirements and process information.
[bookmark: _Toc526935050][bookmark: _Toc527035245][bookmark: _Toc528743658]Outputs
The outputs from this phase are the SIF placed out of service
[bookmark: _Toc526935051][bookmark: _Toc527035246][bookmark: _Toc528743659]Tools and methods
Details for decommissioning plans shall be developed and updated in this document.
[bookmark: _Toc526935052][bookmark: _Toc527035247][bookmark: _Toc528743660]Resources
The decommissioning shall be done by the PSS team (see section 3.3). Details concerning decommissioning shall be developed during the operational lifetime of the facility. 
[bookmark: _Toc526935053][bookmark: _Toc527035248][bookmark: _Toc528743661]Verification and Validation
[bookmark: _Toc526935054][bookmark: _Toc527035249][bookmark: _Toc528743662]Objectives
The objective is to test and evaluate the outputs of a given phase, in order to ensure correctness and consistency with respect to the input to that phase.
[bookmark: _Toc526935055][bookmark: _Toc527035250][bookmark: _Toc528743663]Inputs
The input is a plan for verification for each life-cycle phase. This is provided by the Verification and Validation plan [2].
[bookmark: _Toc526935056][bookmark: _Toc527035251][bookmark: _Toc528743664]Outputs
The outputs are the results of the verification activities for each phase of the safety life-cycle. 
[bookmark: _Toc526935057][bookmark: _Toc527035252][bookmark: _Toc528743665]Tools and methods
The verification and validation activities are described in a plan. This plan describes methods used for validation and verification to minimise risks and to ensure safety and operational requirements are met. Details about these methods can be found in the Verification and Validation plan [2].  
The results of the different verification and validation activities are recorded in verification and validation reports for each activity planned in [2].
All related documentation shall be uploaded to CHESS.
[bookmark: _Toc526935058][bookmark: _Toc527035253][bookmark: _Toc528743666]Resources
The verification and validation activities are developed by the PSS team (see section 3.3). 
[bookmark: _Toc526935059][bookmark: _Toc527035254][bookmark: _Toc528743667]Functional Safety Assessment (FSA)
[bookmark: _Toc526935060][bookmark: _Toc527035255][bookmark: _Toc528743668]Objectives
The objective is to investigate and arrive at a judgement on the functional safety achieved by the safety instrumented systems. 
[bookmark: _Toc526935061][bookmark: _Toc527035256][bookmark: _Toc528743669]Inputs
The inputs to the FSA are analysis, design and development documentation, as well as test descriptions and reports needed to perform the assessment. 
[bookmark: _Toc526935062][bookmark: _Toc527035257][bookmark: _Toc528743670]Outputs
The outputs are the results of the FSA. 
[bookmark: _Toc526935063][bookmark: _Toc527035258][bookmark: _Toc528743671]Tools and methods
For details on the FSA see section 3.4.
[bookmark: _Toc526935064][bookmark: _Toc527035259][bookmark: _Toc528743672]Resources
The FSA is carried out by an external evaluator. 
[bookmark: _Toc527035260][bookmark: _Toc528743673]Safety management
[bookmark: _Toc526935070][bookmark: _Ref527028876][bookmark: _Toc527035261][bookmark: _Toc528743674]Documentation
As part of the overall safety life-cycle, a full set of approved documents shall be authored, where each phase of the life-cycle shall be documented. This section gives an overview over the documentation that shall be provided by the PSS team for the PSS0 system.
As an input for the overall safety requirements and SIL assessment activities and the corresponding documentation, the PSS team takes the Hazards and Risk Analysis document of the EUC created by the owner of the EUC and the ES&H division. 
The required documents to be delivered by the PSS team and their inputs and outputs are shown in Table 2. Note that this table does not include the concept of the EUC, the scope and the hazard and risk assessment of the EUC, since these documents are not prepared by the PSS team. The actual delivered documentation is given in the document of documents [5], which also references the H&RA, the scope and the concept of the EUC.
[bookmark: _Ref526928313][bookmark: _Toc526933910][bookmark: _Toc528572335]Table 2: Documentation required during PSS0 development 
	Safety life-cycle phase
	Document
	Objective
	Inputs / Outputs

	Phase 1: Hazard and Risk Analysis
	Overall safety requirements and initiating events
	To specify general requirements for the SIS; to identify initiating events. 
	Inputs:
Description of a general assessment of EUC hazards, and a specification which are to be mitigated by a system to be developed by the PSS team
Outputs: 
Description of high-level safety requirements; Description of identified initiating events

	
	Concept of Operations (ConOps)
	To provide a description of the concept of the PSS0 systems and their expected operations, and to identify stakeholder needs and interfaces to existing and future systems.
	Inputs: 
Description of a general assessment of EUC hazards, and a specification which are to be mitigated by a system to be developed by the PSS team; Description of identified initiating events; Overall safety requirements
Outputs: 
A high-level description of PSS0 systems, expected operations 

	
	Hazard register
	To provide a detailed summary of the hazards to be mitigated by a system developed by the PSS team, including initiating events and related likeliness, and possible safety functions
	Inputs: 
Description of a general assessment of EUC hazards, and a specification which are to be mitigated by a system to be developed by the PSS team; Description of high-level safety requirements; Description of initiating events and associated likeliness
Outputs:
Summary of hazards, initiating events, event frequencies, safety functions


	Phase 2: Allocation of safety functions to protection layers
	SIL Assessment Report
	To allocate safety functions to protection layers, determine the required SIFs, and determine for each SIF the associated SIL.
	Inputs: 
A description of the hazards and hazardous events (including associated risks), and of necessary safety functions for the required risk reduction; Description of high-level safety requirements
Outputs: 
Description of allocation of safety requirements; Description of required SIL for each SIF.

	Phase 3: Safety requirements specification for the safety instrumented systems
	Safety requirements specification (SRS)
	Specify the requirements for each SIS, in terms of the required SIF and their associated safety integrity, in order to achieve the required functional safety
	Inputs: 
Allocation of safety requirements description and SIL description for each SIF
Outputs:
SIS safety requirements; 

	
	Software Safety requirements specification (SW SRS)
	Specify the requirements for the application program, in terms of the required SIF and their associated safety integrity, in order to achieve the required functional safety
	Inputs: 
Allocation of safety requirements description and SIL description for each SIF; SIS safety requirements;
Outputs:
application program safety requirements

	Phase 4: Design and engineering of safety instrumented systems
	Software planning
	To plan the design of the software of the SIS, in order to meet the requirements for SIF and their associated safety integrity.
	Inputs:
Information and results of the overall safety requirements; SIL Assessment Report;

Outputs:
Plan for the SIS application program in conformance with the SIS safety requirements; planning for the SIS integration test

	
	Installation and commissioning plan
	To develop a plan for the installation of the safety instrumented systems in a controlled manner, to ensure that the required functional safety is achieved; To develop a plan for the commissioning of the safety instrumented systems in a controlled manner, to ensure that the required functional safety is achieved.
	Inputs: 
Information and results of the overall safety requirements allocation and the SRS.
Outputs:
A plan for the installation of the safety instrumented systems; A plan for the commissioning of the safety instrumented systems.

	
	Software design
	To design the software of the SIS to meet the requirements for SIF and their associated safety integrity.
	Inputs:
Application program safety requirements
Outputs:
Design of the SIS application program in conformance with the SIS safety requirements

	
	Hardware design
	To design the hardware of the SIS to meet the requirements for SIF and their associated safety integrity.
	Inputs:
SIS safety requirements
Outputs:
Design of the SIS hardware in conformance with the SIS safety requirements; planning for the SIS integration test

	
	Mechanical drawings
	
	

	
	Electrical drawings
	
	

	
	Interface control documents
	
	

	Phase 5: installation, commissioning and validation
	SAT specification
	To specify the verification tests ensuring the requirements of the corresponding phase are fulfilled. For more information see [2].
	Inputs: 
Verification planning; safety requirements specification; SIS design
Outputs: 
planning of the verification activity

	
	SIT specification
	
	

	
	FAT specification
	
	

	
	FIT specification
	
	

	
	SAT report
	To verify that the system meets the requirements of the corresponding design phase. For more information see [2].
	Inputs: 
Verification planning; test specifications; safety requirements specification; SIS design
Outputs: 
results of the verification activity

	
	SIT report
	
	

	
	FAT report
	
	

	
	FIT report
	
	

	
	Validation report
	To validate that the SIS meets the safety requirements in terms of SIF and their associated safety integrity

	Inputs: 
SIS design; SIS safety requirements specification; Plan for the safety validation of the SIS
Outputs:
Results of the validation test

	Phase 6: Operation and maintenance
	Maintenance manual
	To describe how the maintenance shall be performed for PSS0 systems
	Inputs:
safety requirements specification; SIS design
Outputs:
A description of maintenance to be performed

	
	Operations manual
	To describe procedures necessary for a successful operation of the PSS0, and the handling of failures and errors.
	Inputs:
Design documentation; 
Outputs:
A description of the operating procedure of the PSS0 system

	Phase 7: Modification
	Configuration management

	Currently under development;
To plan the management of changes and modifications in order to establish and maintain safety integrity of the SIS
	Inputs: 
Safety requirements specification; SIS design
Outputs: 
Plan and procedures for handling modifications and changes

	Phase 8: Decommissioning
	Shall be developed during the operational life-time of the facility.

	Verification and Validation
	Verification and Validation plan
	To define the verification and validation activities required during the design of the PSS0 system, ensuring that design, installation and commissioning achieve the requirements specified in the SRS
	Inputs: 
Safety planning; Information and results of the overall safety requirements allocation.
Outputs: 
Plan for the required validation and verification activities

	Functional safety assessment
	FSA report
	To evaluate the functional safety achieved by the safety instrumented systems.
	Inputs:
All relevant documentation for the assessment.
Outputs:
The results of an evaluation of functional safety, including any recommendations.



[bookmark: _Toc526935071][bookmark: _Toc527035262][bookmark: _Toc528743675]Procedures
Procedures for PSS0 supporting functional safety activities are covered in the following documentation, as listed in Table 3.
[bookmark: _Ref526931903][bookmark: _Toc526933911][bookmark: _Toc528572336]Table 3: Documentation covering procedures
	Document
	Objective

	Concept of Operations (ConOps)
	To provide a high-level description of the PSS0 systems and their expected operations, and to identify stakeholder needs and interfaces to existing and future systems.

	Operations Manual
	To describe procedures necessary for a successful operation of the PSS0, and the handling of failures and errors.

	Maintenance manual
	To describe how maintenance shall be carried out for PSS0.

	Configuration management plan
	To define how configuration management is organised for PSS0, and to describe the procedure used for the management of changes, including impact analysis of the change. 



[bookmark: _Ref526838532][bookmark: _Toc526935072][bookmark: _Toc527035263][bookmark: _Toc528743676]Roles and responsibilities
The roles within the PSS team with regards to PSS0 life-cycle activities are listed in Table 4. More information on the responsibilities for each role shall be detailed in the Systems engineering management plan [6].
[bookmark: _Ref526933236][bookmark: _Toc526933912][bookmark: _Toc528572337]Table 4: Roles of the PSS team
	Role 
	Name 
	Title

	Line Manager
	Annika Nordt
	Protection Systems Group Leader

	Work Package Manager
	Stuart Birch
	Senior Engineer Personnel Safety Systems, ICS

	Hardware designer/technician
	Morteza Mansouri
	Lead Integrator Engineer for Safety Critical Systems, ICS    

	
	Alberto Toral Diez  
	Technician Personnel Safety Systems, ICS

	
	Mattias Eriksson
	Technician Personnel Safety Systems, ICS

	Software developer
	Denis Paulic
	Deputy Group Leader for Protection and Safety Systems Group, ICS



[bookmark: _Ref526926086][bookmark: _Ref526926090][bookmark: _Toc526935073][bookmark: _Toc527035264][bookmark: _Toc528743677]Functional safety assessment
 A functional safety assessment shall be completed by an external, independent, assessor at regular intervals, in order to evaluate the functional safety and safety integrity achieved by every SIF the safety instrumented systems.  
An FSA shall be performed to review the work carried out in the previous stage and the corresponding results at the following stages:
· After safety life-cycle phase 3: Safety requirements specification
· After safety life-cycle phase 4: Design and engineering
· After safety life-cycle phase 5: Installation, commissioning and validation
· In safety life-cycle phase 6: Operation and maintenance
· In safety life-cycle phase 7: Modifications, before implementation of a modification. 
Bi-annual audits shall be held to investigate functional safety. During these audits, the SIT and FIT verification activities shall be repeated to ensure that the safety requirements specifications remain fulfilled as defined. 
All FSA results shall be documented and made available together with any recommendations. 
[bookmark: _Toc526935074][bookmark: _Toc527035265]

[bookmark: _Toc528743678]Glossary
	Term
	Definition

	ConOps
	Concept of Operations document

	EUC
	Equipment Under Control

	FAT
	Factory Acceptance Test

	FIT
	Factory Integration Test

	FSA
	Functional Safety Assessment

	H&RA
	Hazard and Risk Analysis

	LOPA
	Layers of Protection Analysis

	PSS
	Personnel Safety Systems

	PSS0
	Personnel Safety System 0

	SAT
	Site Acceptance Test

	SIF
	Safety Instrumented Functions

	SIL
	Safety Integrity Level

	SIS
	Safety Instrumented System

	SIT
	Site Integration Test

	SRS
	Safety Requirements Specification
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[bookmark: _Ref528572184][bookmark: _Toc528743680][bookmark: _Toc527035267][bookmark: _Ref527441921]Appendix A: Hazard Register
The hazard register summarizes all initiating events and provides qualitative assessment of hazardous scenarios against a Conventional safety risk matrix. Figure 2 gives a step-by-step guide of filling in the Hazard register. 

[bookmark: _Ref528323976][bookmark: _Toc528571505]Figure 2: Systematic procedure of filling in the Hazard register.
Table 5 provides a brief description of the hazard register elements (columns), which follow IEC 61511 requirements on identification of hazardous events, their likelihoods and consequences. 
[bookmark: _Ref505292056][bookmark: _Toc528571502]Table 5: PSS0 Hazard Register elements.
	PSS0 Hazard Register column
	Description

	Hazard ID / IE ID 
	PSS_Hazard_xxx - PSS relevant hazard IDs are created to be consistent throughout this sheet and reports in all phases of PSS. The IE ID identifies the initiating event for given hazard. 

	Hazard
	A definition of PSS relevant hazard. 
Only one hazard is PSS0 relevant, but this field is kept to be consistent through all phases of PSS. 

	Initiating Event (IE)
	An event that can lead to a hazardous situation. 
Identified PSS0 initiating events are leading to a PSS0 hazard.

	Consequences  
	Consequences as defined in the Conventional safety risk matrix and based on a qualitative evaluation of a initiating event scenario.

	Likelihood
	Evaluated probability of initiating event happening based on a qualitative evaluation of an initiating event scenario.

	Barriers and procedures
	A list of barriers and procedures that are in place to prevent and detect the initiating event and its consequences (without PSS0 safety functions in place).

	PSS function required Yes/No
	Is the PSS0 function required to reduce the risk to a tolerable region?

	Protection and mitigation
	A list of proposed PSS0 safety functions to reach a tolerable region. 

	Human actions
	A list of human actions associated with the initiating event and PSS0 functions.

	Risk reduction (with PSS functions in place and working)
	Qualitative evaluation of how much the risk is reduced while considering PSS0 functions are in place and working.

	Risk measures independent of PSS
	Other risk measures independent to PSS0 but implemented in ESS overall design.

	Recommendations and comments 
	Recommendations and comments from PSS team to be considered further.

	Screening IN/OUT
	Screened IN initiating events are considered for further analysis. 
Screened OUT initiating events are analysed only qualitatively and not considered for further analysis.
Justification for screening out will be described in this report. 




[bookmark: _Ref528572343][bookmark: _Toc528743681]Appendix B: SIL determination and verification
This appendix details the methodology used for determination and verification of SILs during the allocation of safety functions in the safety life-cycle (compare to section 2.1.2).
[bookmark: _Toc527035268][bookmark: _Toc528743682]General Concepts
[bookmark: _Toc527035269][bookmark: _Toc528743683]Risk reduction
The purpose of determining the tolerable risk for a specific hazardous event is to state what is deemed reasonable with respect to both the frequency of the hazardous event and its specific consequences. 
The tolerable risk will depend on many factors, including the severity of the consequences or injury, the number of people exposed to danger, and the frequency and the duration of the exposure. Important factors will be the perception and views of those exposed to the hazardous event. 
Risk reduction is achieved by a combination of all of the available safety protective features, including any associated SIF. The necessary risk reduction to achieve the specified tolerable risk, from a starting point of the risk presented by the Equipment Under Control (EUC), is shown in Figure 2
[image: ]
[bookmark: _Ref526410025][bookmark: _Toc526933917][bookmark: _Toc528572342]Figure 2: The Concept of Risk Reduction
[bookmark: _Toc527035270][bookmark: _Toc528743684]Safety integrity level
Safety integrity applies to the Electrical / Electronic / Programmable Electronic (E/E/PE)safety instrumented system, other technology safety instrumented systems and external risk reduction facilities and is a measure of the likelihood of those systems satisfactorily achieving the necessary risk reduction.  Once the tolerable risk has been set, and the necessary risk reduction is estimated, the safety integrity requirements for the SIFs can be allocated in terms of PFD or PFH. The PFD and PFH correspond to one of SILs specified in Table 5. These SILs specify the safety integrity requirements to be achieved by the safety instrumented system.
[bookmark: _Ref257450657][bookmark: _Toc514831761][bookmark: _Toc526933913][bookmark: _Toc528572338]Table 5. SIL Specified PFD
	SIL
	Low Demand (PFD)
	High or Continuous Demand (PFH)

	SIL4
	 10-5 to < 10-4
	 10-9 to < 10-8

	SIL3
	 10-4 to < 10-3
	 10-8 to < 10-7

	SIL2
	 10-3 to < 10-2
	 10-7 to < 10-6

	SIL1
	 10-2 to < 10-1
	 10-6 to < 10-5

	SILa
	 10-1 to < 1
	N/A


“SILa” indicates that although additional mitigation is required, the necessary level of risk reduction is below the SIL1 range and is thus outside the remit of IEC 61511 [1]. If, however, an instrumented system is implemented to address a PFD target of greater than 0.1 (i.e. “SILa”), the UK Health and Safety Executive (HSE) requires said function to be subject to the following provisions [7]:
· the persons who have responsibilities for the instrumented system shall be suitably competent;
· clear, precise and unambiguous specification of the safety function;
· independence between control and safety functions wherever reasonably practicable;
· accurate, accessible, controlled and easily understood engineering documentation showing the component parts of the instrumented system and how they are configured. Examples of engineering documentation include loop or circuit diagrams, equipment data sheets and records of parameter settings;
· periodic inspection of the instrumented system, for example visual or more detailed inspection to reveal evidence of deterioration or unexpected modifications;
· periodic maintenance of the instrumented system, for example calibration, cleaning or flushing;
· periodic proof testing of the instrumented system for the purpose of revealing dangerous undetected faults;
· management of change, including control of access to software functions and backing up of software-based systems.
[bookmark: _Toc527035271][bookmark: _Ref527466747][bookmark: _Toc528743685]Risk Targets
In the UK, the HSE guidance on tolerable levels of risk (Reducing Risks, Protecting People [8]) defines the following risk boundaries:
· “Individual risk of death of one in a million per annum [1.0E-06/yr] for both workers and the public corresponds to a very low level of risk and should be used as a guideline for the boundary between the broadly acceptable and tolerable regions”
· “Boundary between the ‘tolerable’ and ‘unacceptable’ regions for risk entailing fatalities […:] as individual risk of death of one in a thousand [1.0E-03/yr] per annum […] for workers”.
Given the inherent inaccuracies in the data applied in SIL determination studies, it is deemed prudent to set the tolerable risk as an order of magnitude lower than the ‘tolerable risk boundary’; i.e.1.0E-04/yr.  For SIL targeting purposes, this value is typically reduced by a further order of magnitude to account for other, non-process risks of fatality (i.e. slips, trips and falls) to which the hypothetical employee may be exposed.
In SIL studies for PSS systems, a more stringent target risk of 1.0E-06 per year is applied as the target for a single employee fatality.
[bookmark: _Toc527035272][bookmark: _Toc528743686]LOPA
The LOPA technique used for assignment of SIL targets is described in [1] and the American Institute of Chemical Engineers (AIChE) CCPS LOPA 2001 [9].
[bookmark: _Toc527035273][bookmark: _Toc528743687]LOPA for low demand SIFs
This section details the steps of the LOPA to determine the SIL for each of the SIFs. Note that steps 1 to 4 are part of the Hazard and Risk Analysis (see section 2.1.1), and are expected inputs for the allocation of safety functions to protection layers (see section 2.1.2 done by PSS.
1. Identify hazards (which can be addressed by the implementation of a SIF) using a suitable Process Hazard Analysis tool (e.g. Hazard and Operability Study - HAZOP);
1. Rank the severity of the consequences of the specified hazard.  It is important that existing protection layers are disregarded at this stage.  Compare this with the corresponding risk target in Section 7.1.3;
2. Identify initiating events and estimate their frequency using operating experience where applicable, data sources such as FARADIP [10] and engineering judgement;
3. Identify Conditional Modifiers / Post-Event Mitigation.  For example, occupancy, probability of ignition and vulnerability;
4. Identify Independent Protection Layers (IPLs), which prevent the hazardous event from occurring; 
5. Determine the likelihood of occurrence (Total Mitigated Event Frequency);
This is calculated by applying equation ( 1 ):
	
	[bookmark: eqn1] ( 1 )


where:
	
	is the calculated frequency of consequence C summed over all relevant initiating events and with credit taken for all relevant protection layers and conditional modifiers/post-event mitigations: “Total Mitigated Event Frequency”

	
	is the frequency of initiating event i leading to consequence C.

	
	is the probability of failure on demand of the jth protection layer that protects against consequence C for initiating event i.  See “Independent Protection Layers” 

	
	is the probability that conditional modifier k will allow consequence C to occur for initiating event i.  See “Conditional Modifiers”


6. Compare the Target Risk Frequency with the likelihood of occurrence (Total Mitigated Event Frequency) to determine the required PFD for the SIF under consideration.  This is calculated by applying equation ( 2 ).
	,
	[bookmark: eqn2nd] ( 2 )


where:
	
	is the Target Risk Frequency


7. Determine the SIL requirement of the SIF under consideration by comparing the calculated PFD requirement with Table 5.
[bookmark: _Toc527035274][bookmark: _Toc528743688]LOPA for high demand or continuous SIFs
1. Identify hazards (which can be addressed by the implementation of a SIF) using a suitable Process Hazard Analysis tool (e.g. Hazard and Operability Study - HAZOP);
8. Rank the severity of the consequences of the specified hazard.  It is important that existing protection layers are disregarded at this stage.  Compare this with the corresponding risk target in Section 7.1.3;
9. Identify Conditional Modifiers / Post-Event Mitigation.  For example, occupancy, probability of ignition and vulnerability;
10. Identify Independent Protection Layers (IPLs), which prevent the hazardous event from occurring; 
11. Determine the Target Risk Frequency (/hr).
This is calculated by applying equation ( 3 ):
	
	[bookmark: eq3] ( 3 )


where:
	
	is the probability of failure on demand of the jth protection layer that protects against consequence C for initiating event i.  See “Independent Protection Layers” 

	
	is the probability that conditional modifier k will allow consequence C to occur for initiating event i.

	
	is the Target Risk Frequency


12. Determine the SIL requirement of the SIF under consideration by comparing the calculated PFH requirement with Table 5.
[bookmark: _Toc527035275][bookmark: _Toc528743689]Independent protection layers
In order for an IPL to be considered valid (in accordance with IEC 61511-3 [1], the following criteria must be met:
1. Effectiveness – an IPL reduces the identified risk by at least a factor of 10;
2. Specificity – an IPL is designed to prevent or mitigate the consequences of one potentially hazardous event. Multiple causes may lead to the same hazardous event, and therefore multiple event scenarios may initiate action by a PL;
3. Independence – an IPL is independent of other protection layers if it can be demonstrated that there is no potential for common cause or common mode failure with any other claimed IPL; 
4. Dependability – an IPL can be counted on to do what it was designed to do by addressing both random failures and systematic failures during its design; 
5. [bookmark: _Ref257455454]Auditability – a protection layer is designed to facilitate regular validation of the protective functions.
In order to help achieve and maintain the Auditability criteria (item 5 above), a database of all IPLs applied in the LOPA study for a PSS system shall be attached to the SIL Assessment Report of a PSS system. For the purposes of PFD estimation, it is assumed that all stated IPLs are tested at a proof test interval stated in the Assumption in the SIL Assessment Report.
[bookmark: _Toc527035276][bookmark: _Ref527467153][bookmark: _Ref527467261][bookmark: _Toc528743690]Hardware reliability assessment
The hardware reliability of a SIF is expressed in terms of either its Probability of Dangerous Failure on Demand (PFD) or of its Average Frequency of a Dangerous Failure per Hour (PFH[footnoteRef:2]), depending on the frequency of demands made upon it. [2:  The term “probability of dangerous failure per hour” is not used in IEC 61511 [1]  but the acronym PFH was retained.  When it is used, it means “average frequency of a dangerous failure [h-1]"] 

The frequency of demand (‘mode of operation’) on the SIF falls into three categories:
· low demand mode (IEC  61511-1: 3.2.29 [1]) – where the safety function is only performed on demand, in order to transfer the process into a specified safe state, and where the frequency of demands is no greater than one per year; or
· high demand mode (IEC 61511-1: 3.2.29  [1]) – where the safety function is only performed on demand, in order to transfer the process into a specified safe state, and where the frequency of demands is greater than one per year; or 
· continuous mode (IEC 61511-1: 3.2.29 [1]) - where the safety function retains the EUC in a safe state as part of normal operation. 
[bookmark: _Toc527035277]Note that compliance with IEC 61511 can be achieved by following IEC 61508 regarding hardware reliability assessment. 
[bookmark: _Toc528743691]Probability of Failure on Demand
[bookmark: _Ref243111718][bookmark: _Toc243730158]For low demand SIFs (refer to section 7.3), IEC 61508 [11] requires calculation of the PFD of each complete SIF loop according to equation (4)  (IEC 61508-6: B.3.2.1 [11]): 
	[image: ]
	
	( 5 )


where:
	[image: ]
	is the probability of failure on demand of a safety function for the electrical/electronic/programmable electronic safety-related system;

	[image: ]
	is the probability of failure on demand for the sensor subsystem;

	[image: ]
	is the probability of failure on demand for the logic subsystem;

	[image: ]
	is the probability of failure on demand for the final element or final element subsystem.


The overall PFD of the complete SIF is compared with its PFD target to determine whether sufficient risk reduction is provided.
[bookmark: _Toc527035278][bookmark: _Toc528743692]Failure rate, λ
To calculate the PFD and PFH, it is first necessary to introduce the term ‘failure rate’.
Failure rate is denoted by λ and defined as the number of failures per unit time. 
[bookmark: _Ref243285538][bookmark: _Toc335921358][bookmark: _Toc355361662][bookmark: _Toc261725057][bookmark: _Toc504562024][bookmark: _Toc514831735][bookmark: _Toc526935088][bookmark: _Toc527035279][bookmark: _Toc528743693]Failure Modes
In order to calculate the PFD of the sensor, logic or final element subsystem using λ, its failure modes must first be examined. The number of failures is apportioned into safe and dangerous failure modes, where:
· A dangerous failure (IEC 61511-1: 3.2.11 [1]) is defined as a failure which impedes or disables a given safety action. When fault tolerance is implemented, a dangerous failure can lead to either
· a degraded SIF where the safety action is available but there is either a higher PFD (demand mode of operation) or a higher likelihood of initiating a hazardous event (continuous mode of operation); or
· a disabled SIF where the safety action is completely disabled (demand mode of operation) or the hazardous event has been induced (continuous mode of operation).
· A safe failure (IEC 61511-1: 3.2.62 [1]) is defined as failure which favours a given safety action.  When fault tolerance is implemented, safe failure can lead to either:
· operation where the safety action is available but with a higher probability of success on demand (demand mode of operation) or a lower likelihood to cause a hazardous event (continuous mode of operation); or
· a spurious operation where the safety action is initiated.
It follows that the total failure rate, λ, is equal to the sum of the safe and dangerous failure rates:
	[image: ],
	[bookmark: _Ref243276957]( 6 )


where:
[image: ] is the dangerous failure rate per hour and;
[image: ] is the safe (or spurious) failure rate per hour.
[bookmark: _Ref243274688][bookmark: _Toc335921359][bookmark: _Toc355361663][bookmark: _Toc261725058][bookmark: _Toc504562025][bookmark: _Toc514831736][bookmark: _Toc526935089][bookmark: _Toc527035280][bookmark: _Toc528743694]Diagnostic Testing
The dangerous failure rate is further apportioned into dangerous detected and undetected failures, where:
· A detected failure (overt) [IEC 61511-1 3.2.13  [1]] is defined as a failure, in relation to hardware and software, which is not hidden because it announces itself or is discovered through normal operation or through dedicated detection methods.
· An undetected failure (covert) [IEC 61511-1 3.2.85  [1]] is defined as a failure, in relation to hardware and software, which is not detected or overt.
The relationship can therefore be described by:
	[image: ],
	[bookmark: _Ref243276958]( 7 )


where:
[image: ] is the dangerous detected failure rate per hour and;
[image: ] is the dangerous undetected failure rate per hour.
[bookmark: _Toc527035281][bookmark: _Toc528743695]PFD and Mean Down Time
The PFD of a single subsystem - for instance, a single detector - is found by multiplying the dangerous failure rate, λD (refer to Section 7.3.2.1), by the Mean Down Time (MDT):
	,
	[bookmark: _Ref243208940][bookmark: eq6][bookmark: _Ref243207164]( 8 )


where MDT is the time taken to repair a fault and is, itself, defined as the Mean Time To Repair (MTTR), plus the time taken to detect it.  It is assumed that, on average, a fault will occur at the mid-point of the test interval and, thus, the time taken to detect a fault is equal to half the test interval, [image: ]. Therefore:
	[image: ],
	[bookmark: eq7]( 9 )


[bookmark: _Toc335921362][bookmark: _Toc355361666][bookmark: _Toc261725061][bookmark: _Toc504562028][bookmark: _Toc514831739][bookmark: _Toc526935091][bookmark: _Toc527035282][bookmark: _Toc528743696]PFD for Detected Failures
In general, for failures that are detected by the diagnostic tests of a subsystem (refer to Section 7.3.2.2), the test interval (termed as ‘diagnostic test interval’), Td, is typically less than one hour (refer to IEC 61508 [11]: Part 6, Annex B ) and, thus, the time taken to detect a fault, Td/2, is considered small in comparison with the MTTR. That is:
[image: ], and thus:
	[image: ],
	[bookmark: _Ref243209686][bookmark: _Ref243207243]( 10 )


where MTTR is measured in hours.
[bookmark: _Ref268599051][bookmark: _Toc335921363][bookmark: _Toc355361667][bookmark: _Toc261725062][bookmark: _Toc504562029][bookmark: _Toc514831740][bookmark: _Toc526935092][bookmark: _Toc527035283][bookmark: _Toc528743697]PFD for Undetected Failures
For undetected failures (refer to Section 7.3.2.2), i.e. failures revealed only by manual proof testing, the MTTR is considered small in comparison with the time taken to detect a fault, i.e. the mid-point of the proof test interval, Tp/2; therefore:
[image: ],
and thus:
	· [image: ],
	[bookmark: eq9]( 11 )


where Tp is the proof test interval in hours.  
[bookmark: _Toc335921364][bookmark: _Toc355361668][bookmark: _Toc261725063][bookmark: _Toc504562030][bookmark: _Toc514831741][bookmark: _Toc526935093][bookmark: _Toc527035284][bookmark: _Toc528743698]PFD for Subsystem
The overall PFD of a single subsystem (sensor, logic or final element subsystem), comprises the PFD for undetected faults and the PFD for detected faults:
	[image: ].
	[bookmark: _Ref243275350]( 12 )


[bookmark: _Toc351379619][bookmark: _Toc261725064][bookmark: _Toc504562031][bookmark: _Toc514831742][bookmark: _Toc526935094][bookmark: _Toc527035285][bookmark: _Toc528743699]PFH for Subsystem
The PFH of a single subsystem - for instance, a single detector - is equivalent to its dangerous undetected failure rate, λDU (refer to Section 7.3.2.2).
	
	
	[bookmark: eq4] ( 13 )


[bookmark: _Toc527035286][bookmark: _Toc528743700]Voting configuration
When a subsystem (sensor, logic or final element) consists of several components, such as sensors in a two out of three (2oo3) voting configuration, the combined PFD of the whole subsystem must be calculated. The PFD for subsystems in different configurations are found using the formulae presented in [11]. 
The reliability analysis for subsystems in redundant configurations is conducted using the FTA.
[bookmark: _Toc527035287][bookmark: _Toc528743701]Common cause failure (CCF)
When assessing the reliability of a subsystem in a redundant configuration, IEC 61508 requires that the effect of CCFs is taken into account. A CCF is defined as: a failure that is the result of one or more events, causing failures of two or more separate channels in a multiple channel system.
An example of a CCF would be freezing weather conditions causing identical level transmitters in a 1oo2 voting configuration to fail simultaneously.
CCFs in redundant systems are accounted for using the model, which assumes a fixed proportion of failures are caused by a common cause.  This proportion, termed is estimated based on:
· the degree of channel separation;
· design with common cause awareness;
· diagnostic coverage; 
· self-test frequency and other factors. 
The CCF rate, according to the model, is calculated as follows:
	[image: ]
	
	( 14 )


and, thus, the overall PFD due to dangerous CCFs is given by:
	[image: ]
	
	( 15 )


[bookmark: _Toc527035288][bookmark: _Toc528743702]Architectural assessment methodology
[bookmark: _Toc527035289][bookmark: _Toc528743703]Hardware fault tolerance (HFT)
In addition to the hardware reliability assessment (refer to Section 7.3), there are also minimum architecture requirements to be met. Each subsystem within a SIF must meet the minimum HFT for the required SIL. That is, the sensor, logic and final element subsystems must all individually meet the overall SIL requirement for the SIF. To determine the level of HFT (or redundancy) required in a SIF using the Route 1H approach detailed in IEC 61508-2: 7.4.4.2, the Safe Failure Fraction (SFF) must be calculated for each subsystem.
[bookmark: _Toc527035290][bookmark: _Toc528743704]Safe failure fraction (SFF)
The SFF is essentially the proportion of random failures in a subsystem that either result in a safe state, or a dangerous state that is revealed by automatic diagnostic tests. SFF is calculated using the following formula (IEC 61508 [11]: Part 2, C.1.h):
	
	
	( 16 )


where:
[image: ] is the dangerous detected failure rate per hour;
[image: ] is the dangerous undetected failure rate per hour;
[image: ] is the safe (spurious) failure rate per hour.
[bookmark: _Toc527035291][bookmark: _Toc528743705]IEC 61508 architectural constraint (Route 1H)
Table 6 presents the (Route 1H) maximum allowable SIL given minimum HFT and SFF for Type A and Type B components respectively. The maximum SIL is determined by the component type (Type A or B), its Safe Failure Fraction (SFF, usually determined by an FMEA, available on its certificate) and the Hardware Fault Tolerance (HFT). 
For a component to be considered Type A, all the following criteria must be met:
· Failure modes are well defined and;
· Behaviour under fault conditions is well defined and;
· Failure data is available.
If a component fails to meet any of these criteria, it is considered to be Type B. Type B components typically contain complex microelectronics, commonly found in Programmable Logic Controllers (PLCs) and smart sensors.  Simple devices, such as valves and relays, are typically considered to be Type A. 
[bookmark: _Ref309059389][bookmark: _Toc514831762][bookmark: _Toc526933914][bookmark: _Toc528572339]Table 6. HFT for Type A and Type B Components
	
SFF
	Minimum HFT for Type A Component
	Minimum HFT for Type B Component

	
	SIL for simplex
	SIL for m+1
	SIL for m+2
	SIL for simplex
	SIL for m+1
	SIL for m+2

	
	(HFT=0)
	(HFT=1)
	(HFT=2)
	(HFT=0)
	(HFT=1)
	(HFT=2)

	<60%
	1
	2
	3
	Not allowed
	1
	2

	60-90%
	2
	3
	4
	1
	2
	3

	90-99%
	3
	4
	4
	2
	3
	4

	>99%
	4
	4
	4
	3
	4
	4





[bookmark: _Toc527035292][bookmark: _Ref527376848][bookmark: _Ref527468054][bookmark: _Toc528743706]Appendix C: Applicable safety regulations
Table 7 lists the three main voltage categories described in the Swedish standards and regulations.
[bookmark: _Ref514314953][bookmark: _Toc489279214][bookmark: _Toc514680419][bookmark: _Toc516643343][bookmark: _Toc526933915][bookmark: _Toc528572340]Table 7: Swedish authority voltage hazard categories.
	Swedish
	English
	Accelerator PSS

	Klenspänning
	Extra-low voltage
	U < 50V AC (or 120V Ripple Free DC)

	Lågspänning
	Low voltage
	U < 1000V AC (or 1500V DC)

	Högspänning
	High voltage
	Above "lågspänning"
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Initiating events and hazards 


Fill in fields


Consequences for the IE and existing barriers


Fill in fields:


Evaluate the need for safety functions, whether the IE should be further analysed and list all the functions and human actions. 


Hazard and Hazard ID


Barriers and procedures: list all existing items that can prevent occurence of or mitigate the consequence (not implemented through safety functions).


Estimate the risk reduction, list all external systems that can potentially contribute in the analysis of specific IE and comment decisions. 


Screening field: If the IE should not be analysed further and can be screened out select "OUT ", otherwise select "IN". 


Risk measures independent of PSS: List all existing external systems that  can contribute in analysis of the IE. 


Comments: Document all decision and recommendation for further analysis.


Human Actions: List all required human activities for this IE. 


likelihood: frequency of occurance per year for the initiating event without a safety function.


IE: description of Initiating event.


Consequence: the color from the risk matrix field (red, yellow or green).


Fill in fields: 


Protection and Mitigation: list all required protection layers


PSS safety function required: qualitative estimate of whether any safety function is required to lower the likelihood of consequence


Fill in fields: 


Risk Reduction: estimated consequence with safety functions in place
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